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OCOBAHBOCTI KPHMIHAAICTHYHOI'O JOCAIXXEHHSI
MOBIABHUX ITPHCTPOIB HA OIIEPALIIMHIN CHCTEMI ANDROID

Memoro yiei cmammi € KoMNAEKCHUT AHAAI3 0c00AUBOCIIEN KPUMIHANICTIUYHOZ0 00CAi-
OkeHHA MODiAbHUX npucmpoll Ha onepayiiiniil cucmemi Android, cucmemamusayia Haab-
HUX Memo0i6 BuayuenHs 0aHUX M OYyiHKA NeperekMUBHUX HANPAMIB N000AAHHA KAOUOBUX
Bukauxib, ujo nepeuikodxaroms npoyecy docaioxenHa. IpoBedero 02420 incmpymenmi6 045
amanisy 1 okpecaeHo nepcnekmubu easysi, 30kpema 3acmocyBanHs Wmy4Ho2o iHmesexmy.
Huaeoouteno Ha neodxionocmi kommn.aexcroeo nioxody 045 edpexmubroeo uxopucmanma yu-
ppoBux dokasib.

Kinrouosi croBa: mmdposa kpmMiHasticTiKa, MoOUTbHa KpuminasticTnka, OC
Android, errexTpoHHI T0Ka3W, BWUTy9eHHs JaHVX, MIMQPYBaHH:, KPUMiHaIiCTId-
HUV aHaJIi3.

OpuzinanbHa cmammst

IIocTaHoBKa nNpoGaeMu

CrpiMKa raobasbHa €KCIAHCisd CMapTQOHIB MIEpPeTBOpHAA iX Ha He-
Bi'eMHy 9aCTHHY XKUTT CydacHoi Atoauau. Cepesl pUHKIB MODIABHUX OITe-
pawifinux cucreM gomiHye Android, gacTka gKoi cTaHOBUTE noHazn 70 %.
g maHiBHA IIPUCYTHICTH POOUTH IPUCTPOI HA 11 6231 KPUTHIHO BasKAH-
BHUM IKEPEAOM ITU(PPOBUX MOKA3IB y KPUMiHAABHUX, KOPYIIILIHAHUX, Te-
POPUCTUYHUX Ta IHIITUX PO3CAiLyBaHHSIX. MOOIABHIM ITPUCTPiii ChOroOaHI —
Ile KOHIIEHTPOBaHUIl apxiB 0cobHCTOro, IpodecifiHOro Ta COIliaABHOIO
KUTTHA KOPUCTYBa4a, 10 MICTUTh AUCTYBaHHH, MiClle3HAXO/XKEHHH, i-
HAHCOBI oIlepallii, iCTOpPiio IIepeTAdiB i coliaabHi 3B’a3KH. OgHaK eek-
TUBHE BHAYYEHHS Ta aHaAI3 MUX JAHUX Y KPUMiHAAICTHYHUX IIAIX CTHU-
KaloTbCd 3 HHU3KOI0 CKAQHUX BHKAUKIB. TakKuM YHHOM, aKTyaAbHICTb
IIBOTO JIOCAIKEHHS 3yMOBAE€HA TOCTPOI0 ITOTPEOOI0 B CHCTeMAaTH3allil
3HaHb i METOMIB, CITPSIMOBAHUX Ha ITOO0AAHHS IIUX II€PEIIKO/I.

CrTaH AocAiAKeHHs mpoGAeMHu

[TpobaemaTHKa BUAYUIEHHS Ta IOCALMKEHHS iHopMallii 3 eAeKTPOHHHX
HOCIiB, 30KpeMa 6e3rocepefHb0 3 MOOIABHHX IIPHUCTPOIB, & TAKO0K BHKO-
pucranH4 i€l indopMmariii y KpUMiHaAICTHYHOMY KOHTEKCTI, IIpUBEPTAaE
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3HA4YHY yBary HayKOBIIiB. 30KpeMa, IIili TeMaTHUIli IIPUCBATHAN CBOI HAYKOBI
npaii P. Efiepc, C. Bpasepc, B. ducen [1], O. B. Kypmas [2], K. B. AaTum
[3], B. I'. XaxanoBcekuti, M. B. I'yitaatox [4]. OnHakK caif ypaxoByBaTH,
1110 HAYKOBO-TEXHIYHUH IIpOrpec, BJIOCKOHAAEHHS [IPOTPaMHOT0 3abe3re-
4YeHHS Ta 3MiHH B 3aKOHO/IABCTBI IIOCTiHHO 3MiHIOIOTH aKTyaAbHICTh ITi€l
IIpobAEMH, IT10, CBOEIO YEProl0, BUMArae CUCTEMAaTHIHOIO OHOBAEHHS J10-
CAI/T>)KeHb Ta HayKOBUX 3HaHb.

MeTa i 3aBAaHHA AOCAiNKEeHHA

Memorto cTaTTi € JOCAIIZKEHHS ITPO0AEM, 110 BUHUKAIOTH ITiJ Yyac KpH-
MiHaAICTHYHOIO BHAYYEHHS Ta aHaAidy iHdopMmariii, 30epeskeHoi Ha M0Oi-
ABHUX IIPUCTPOSX, dKi IPaIIOIOTh Ha oIlepalliiiHifi cucremi (maai — OC)
Android.

JIAg1 MOCATHEHHS ITOCTaBACHOI METH Iepea0adaeThCsa BUPIIIIEHHS TaKUX
3a80aHb: TpoaHaAizyBaTH 0COOAHBOCTI (paiAOBHX CHUCTEM i 3acobiB 3axu-
cty iHcopmariii Ha mpuctposx 3 OC Android; po3ragHyTH ixHi BriAMB Ha
MOKAHUBICTb BHAYYEHHSI JAHHUX i3 IIPHUCTPOIB; BU3HAYUTH METOOU IIOO-
AQHHS TIEPEIIKO IAS BUAYUEHHS 3aXHUINEHHUX NAHUX; MOPIBHATH iHCTPY-
MEHTH AT BHAYYEHHS JaHUX Ta OLIHUTH IXHIO e(peKTHUBHICTH; BUSBUTHU
IPOOAEMHI ACTIEKTH 3 IOPUAUYHOI TOYKHU 30pPY; BUCBITAUTH ITEPCIEKTHUBHI
HaATIPSIMH PO3BUTKY TaAy3i IU(PPOBOi KPUMiHAAICTHKH.

HaykoBa HOBH3HaA JOCAiLMIKEHHS

JIOTIOBHEHO TEOPETHUYHi 3acaayl CUCTEMHOTO ITiAXOAY A0 KpHUMiHaaic-
THUYHOIO aHaaidy npucTpoiB Ha OC Android, akuil moeaHye apXiTeKTYpPHi
0CcoBGAMBOCTI ITAAT(HOPMH 3 KOHKPETHUMH METOaMH ITOJOAAHHS 3aXUCTY.

Buxaazn oCHOBHOrO MaTepiaay

Binkpwura apxitrekrypa OC Android, ssika cripuge ii momyasgpHoCTi, Bo-
[OHOYAaC IIPHU3BOAMUTE A0 3HAYHOI (pparMeHTallii SK IporpamMHOro, Tak i
arrapaTHoro 3abesrnedyeHHd, 110 ii nmiarpumye. IlocrifiHe BIOCKOHAAEHHS
MeXaHi3MiB 3aXHUCTY JAaHHUX, TAKHUX SIK IIH(QPYBaHHS Ta GioMeTpHUIHa ay-
TEeHTUDIKAaIlisl, CTBOPIOE CEPHO3Hi IepelIKoaN Aad KPUMiHAAICTHUYHOIO
nocaimkeHHd. Oneparritina cucrema Android Mae yHiKaabHY GaraTopiB-
HEBY CTPYKTYpPY, 10 Oe3rIocepeqHRO BIIAMBAE HA PO3TAlllyBaHHS] Ta 3a-
XHUCT MUPPOBUX CAIIIB.

Icropuyno OC Android BukoprcroByBaaa datinoBy cucremy YAFFS2,
po3pobaeny mas NAND-nmam’ati. OgHak 3 Bepcii 4.4 cucreMma nepeiiisa
Ha ext4, a 3 Bepcii 7.0 i BUIlle IIepeBasKHO BUKOPHCTOBYEeTbCcA F2FS
(Flash-Friendly File System), onrumizoBana mas daemrmam’ari. 1lg eBo-
ATOITiSI BIIAUBA€E Ha METOOH (Pi3MYHOTIO BUAYUEHHS Ta BiTHOBACHHS JaHUX
mmicAda iX BUTAAEHHS.

KarouoBHM acmeKToM € MexXaHisM i3oadriii 3acTocyHKIB (Application
Sandbox). KozkeH 3aCTOCYHOK ITIpallfoe Y BAACHOMY i30ALOBAHOMY CEepeIOBHITT
3 yHiKaabHHM imeHTH(DiKaTopom kKopucryBada (UID). [ani 30epiraroreca B
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karanro3i /data/data/[package_name|/, mo gKoro 3a 3aMOBYyBaHHIM
Ma€e IOCTYII AMIIle caM 3aCTOCYHOK Ta cucreMa. lle 3abesneuye Gesneky,
ase YCKAQIHIOE JOCTYII OO JAHUX 3aCTOCYHKIB 0e3 BiAIIOBiMHUX IpUBiAeiB.

Apxitektypa 6e3nekn OC Android peasizoBaHa Ha KiAbKOX PiBHAX:

— piBEHB 3aCTOCYHKY — BUKOPHCTAHHS I03BOAIB, HAJAHUX KOPUCTYBAYEM;

— piBers OC - 3axucT Ha piBHI gapa Linux, MaugaTHUH KOHTPOAB J10-
cryny (SEAndroid), i30ad11isg 3aCTOCYHKIB;

— amapaTHUY piBeHBb — 3axuIlleHi 06AacTi, Taki gk TrustZone, gki 3a-
0e3meuyroTh i30AbOBaHe BUKOHAHHA KPUTHYHUX Orepalliii (0bpobka 6io-
MEeTPUYHUX NaHUX, ITHU(PPYBAABHUX KAIOYiB)1.

Il GaratopiBHeBa cucteMa Oe3meKHu Ge3rocepenHbO BH3HAYAE, SKi
METOIM BUAYUEHHS JaHUX MOXKYTH OYTH 3aCTOCOBAHI.

Y KpuMiHaAiCTHYHIN NpakTUIl chopMyBaBCs CIEKTP METOMIB BHAY-
YeHHd JaHUX, ePeKTHUBHICTh IKUX 3aAeXXUTh Bif Bepcii OC Android, amna-
paTtHoro 3abes3rnedYeHHs Ta CTaHy IIPHUCTPOIO. [0 HUX HaAeXKaTb AOTiYHE,
dizmyuHe Ta ribpuaHe BUAYYEHHS.

AoziuHe sunyueHHs riepeadbadac OTPUMAaHHSI JAHUX depe3 IIPOorpaMHi
inTepdeticu (API) oneparitinoi cucremu. HaitriommmpeHirri crnocobu — BU-
KOPUCTaHHH pexXUMy HaaaromkeHHs 1o USB (USB Debugging) Ta mpo-
TokoAay ADB (Android Debug Bridge). Lleit meTon mo3BoAs€ OTpHUMATH
daiiau, 6a3u JaHUX, CIIUCKU KOHTAKTIB, SMS-II0BiIOMAECHHS Ta iHIIY KO-
pHcTyBalbKy iHdopMariito. Moro mepesaraMu € mpocToTa i IIBHAKICTS,
OOHAK OCHOBHUI HeNOAIK — 0OMeEKeHICTh, a caMe HEMOXKAHUBICTHL OTPH-
MaTH BUAAAEHI AaHi, iHpopMaltiro i3 3axuiieHux obaacteii a6o MoBHY KO-
IIif0 IaM’aTi.

disuuHe suNYyUeHHs (Damm) — Iie CTBOpPeHHs 6iT-B-0iT Kormii dpaeri-
naM’aTi mpuctporo. Lleit meTon € HAMOIABIIT TTOBHUM, OCKIABKU [JO3BOASIE
BiZHOBUTH BHIaAeHi ¢adiam H OoTpHUMaTH [OOCTYI OO0 BCiX CEKTOpiB
nam’ati. [ag #ioro peaaizariii 4acTo BUKOPHCTOBYIOTE anapaTHi Bpas3Au-
BoOCTi, BOyZOBaHi iHKEHEpHi PEeKUMH, HAIIPHUKAAL PEXKUM 3aBaHTaXKY-
Bada (Bootloader Mode), abo creriasizoBaHe obaagHaHHS AT IIPSIMOLO
3uynTyBaHHa MikpocxeMm mnam’ari (ChipOFF). BoxHouac cisuyHe BHAy-
YeHHS € TeXHIYHO CKAQMHUM, BUTPATHHM 34 9acoM i KOIITaMH, a TaKOK
HEMOXKAUBHM IIPH YBIMKHEHOMY HIH(ppyBaHHI Bchoro aucka (FDE) a6o
datinoBoi cucremu (FBE) 6e3 moctymy mo KarodiB AemrudpyBaHHd [1].

CyugacHi niixoay 9acTo MOETHYIOTh AOTiUHI Ta (isuyHi MeToau. ibpu-
OHe 8UlyUeHHst MOXKe ITepeadadaTu:

— BUKOPHCTaHHS IIPUBiA€HIOBAHUX 000OAOHOK (r00t-IOCTYII) IAS OTPH-
MaHHS IIpaB CYIIepKOPHUCTYBaya, 110 Aa€ 3MOr'y Oo0iliTH mporpaMHi oome-
JKEHHS Ta OTPHUMATH JOCTYII O CUCTEMHUX JaHUX;

1 Android Security Bulletins // Source : caiit. URL: https://source.an-
droid.com/docs/security/bulletin (naTa 3BepHerHa: 15.10.2025).
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— 3aCTOCYBaHHS BAACHHX PEXKHUMIB [iarHOCTHKY, IepeabadeHUX BHU-
poOHHKaMHU IIPUCTPOIB (Hanpuraad, Qualcomm EDL Mode);

— BUKOPHCTaHHS €KCIIAOUTIB JAS ITiABUIIIEHHS IIPUBiAEIB Ta JOCTYITY
[0 3aXUIIIEHUX PO3/IAIB.

EBoarortig 3acobiB 3axucty B OC Android mocritiHo miiBHIIy€ TAQHKY
Ias (paxiBIiB i3 1M POBOI KPUMIHAAICTHKY, SIKi CTUKAIOTHECS 3 II€PEero-
HaMU y BUTASI/I:

1) mmmdpyBaHHga HaHUX:

— noBHe mmgpyBanHa agucka (FDE):** — 0ya0 OCHOBHUM MeXaHiZMOM
B OC Android 5.0-9.0. Karou mudpyBaHHS IPUB’a3aHUE 10 IpadidHOro
Karoua abo ITH-komy, 1110 poOUTE AaHi HEZOCTYIHUMHU 6e3 Horo 3HaHHS
HaBiTb Ipu (PiIZUIHOMY BHAYUEHHI;

— mmdpyBaHHd Ha piBHI (daiiaiB (FBE):** — zanposamxene B OC
Android 10, mudpye KoxeH daiia okpeMo. Lle 703BoAsSIE TPUCTPOIO IIpa-
LIIOBATH i HA@BaTH JOCTYII A0 AEIKUX NaHUX HaBiTh 6e3 po30AOKyBaHHH,
ase 3aKpUTi [aHI 3aAWIIAIOTBCS HemoCTyITHUMH. Karodi memrudpyBaHHs
3aXUIIEH] anapaTHUM MOAyAeM Oe3IIeKH;

2) biomeTpuyHOi ayTeHTHU(DIKAIl] — CKaHepH BiAOUTKIB IAABIIB, PO3-
Imi3HaBaHHS 00AMYYa Ta padiay’KKH oKa 3abe3nedyloTh 3pydHHY, ase
CRAQIHUHY naa o6xony 3axuct. BiomerpryHi mabaoHM 3a3BuYait 36epira-
IOThCH B 3axuIlieHit obaacTi (TrustZone) i He eKcTIOpTyIOTHCH. FOpuamIHO
i TeXHIYHO IpUMYC 10 PO3DAOKYBaHHS 3a AOIIOMOroio 6ioMmeTpii € ckaaa-
HIITMM, Hi3XK BUMaraHHs [1apoAd;

3) ammapaTHOro 3axXHCTy 3a IOIIOMOIOI0 TexHoaorii TrustZone — cTBo-
proe i3oaroBaHe amnapaTHe cepezoBuile (Secure World), BimokpemaeHe
Bix ocHOoBHOI OC (Normal World). ¥ HROMy BHKOHYIOTECH OIlepariil 3 00-
pobku GiomeTpii, 36epiraHHsa KpUITOrpadivHUX KAIOYUIB i TTIEpeBipKHU ITi-
aicHocTi cucremu. [Tpamuit moctyn mo 3axwuireHoi obaacti (TrustZone) 3
ocHOBHOI OC HEMOXKAUBUH, 110 POOUTS 11 «<JOPHOI0 CKPUHBKOIO» IAS €KC-
HepTiB y raaysi nudpoBoi KPUMiHAAICTHKH.

Po3buparoun CrieKTp IU(QPPOBUX CAifliB Ha mpucTtposax 3 OC Android,
CAlJl 3a3HAYHTH, 1110 BOHU MICTSITh BEAUKHI 00CAT ITOTEHIIHHUX 0KA3iB,
30kpeMa [2]:

— cHCTeMHi apTedakTH — KypPHaAH CHCTEMHU Ta 3aCTOCYHKIB (logcat),
datiam kenry, iHdopmariig npo miakarodeHHs no Wi-Fi ta Bluetooth, ic-
Topig GPS-aokariii;

— KOpHuCTyBallbKi naHi — SMS, MMS, xXypHaau A3BiHKiB, KOHTaKTH,
dotorpadii, Bineo- Ta aymio3amnucy;

— JlaHi 3aCTOCYHKIB TPeThOI CTOPOHH — AHCTYBaHHS B MeCEHKepax
(Telegram, WhatsApp, Viber, Signal), icropia Opaysepa, ¢aiian Keury co-
IHiaABHUX MepexK, AaHi (piHaHCOBUX 3aCTOCYHKIB;

— MepexKeBi mokasu — iHgopwmartlisa npo IP-aagpecu, MAC-agpecu, mnaHi
BUKOopHcTaHux VPN-cepgicis [3].
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JAs aHAAIZY BUAYYEHUX [TU(PPOBUX JAaHHUX BUKOPHUCTOBYIOTHCS CITEIli-
aaizoBaHi IIporpaMHi 3acobH, SKi MOXKHa ITOMIAUTH Ha KOMEDPILiMHI pi-
LIeHHs Ta Bigkputi maatdopmu (Open Source).

KomepuiliHi piuleHHs, TaKi gk nporpamHi npoayktu Cellebrite UFED
(Physical Analyzer) Ta Oxygen Forensic Detective, € omHuMHM 3 HAHOGiABIIT
e(peKTUBHUX iHCTPYMEHTIB y cpepi 1r¢ppoBoi KpuMinanicTuku. Bonu 3a-
0e3r1evYyoTh aBTOMATU30BaHe BUAYICHHS JAaHUX, 30KpeMa 3a JOIIOMOTOIO
¢izYHNX MeTOoMiB, IIapCHUHT iH(opMallil Ta 3py4UHy Bilyaaizallifo pi3HO-
MaHITHUX PopMAaTiB JAaHUX i3 YUCAEHHUX MOOIABHHX 3aCTOCYHKIBI.

Biokpumi nniamgopmu BKAIOYAIOTH iHCTpyMeHTH, Taki gk AFLogical
(OSSM), Mobilyze, Santoku Linux (crieriasisoBaHuii [UCTPUOYTHB), a Ta-
KOXK iHIIi creniaaizoBaHi pimtenHs, 3okpeMa Android SDK (mag HU3BKOpI-
BHeBoro anaaizy), SQLite Forensic Tools (mas pobotu 3 6azaMu JaHUX),
Volatility Framework (mas anaaisy mam’ati) Ta Wireshark (mas mepezxeBoro
aHaaizy). Lli iHCTpyMEeHTH IIPOIIOHYIOTE aABTEPHATHBY KOMEPIIIHHUM IIPO-
OyKTaM, OAalo4YH MOXKAWBICTH aIalTyBaTH IIPOLIEC PO3CAiLyBaHHA BiAIio-
BIZTHO /10 KOHKPETHHX 3aBAaHb. OIHAK BOHH YaCTO BUMAraloTh GiABIII TAH-
OOKHX TEeXHIYHHUX 3HAHb 1 3HAYHO DiABIIIE YacCy AT IIPOBEOCHHS aHAaAi3y.

Bubip iHCTpyMeHTY nas Iu(poBOi KpHMiHaAicTHKU Oe3rocepeqHbo
3aA€KUTH Bif OIOMKETy opraHisallii, CKAQIHOCTI CITpaBH i TeXHIYHOI KBa-
Aldpikarrii ekcriepra.

KpumiHaaicTHuHe DOCAIIKEHHS MOOIABHUX ITPUCTPOIB 3AIHCHIOETHCS
CYBOPO B Me3KaX IPaBOBOTO I10Ad. HeZlocTaTHRO AMIIIE TEXHIYHOI MOKAH-
BOCTi OAs BHAYYEHHSI OAHUX — HEOOXiAHO 3a0e3MeYnTH AOTPUMAHHS
IIPUHIINIIIB ITiAiCHOCTI iH(popMallil Ta He3MiHHOCTI JOKa3iB IIicAd IX BUAY-
yeHHs. ExcriepT 3000B’s13aHIM 30epiraTi KOH(IIEeHITIHHICTE, HE PO3TOAO-
uryBaTH iH(oOpMaliito, 110 cTasa Bigoma y Ipolieci JOCAiMKeHHs, 1 AiaTu
BUKAIOYHO B MeXKaxX HaJaHUX HOMy [IOBHOBaXKeHb [4].

BHCHOBKH

Jaa mpotumail cydacHHM BHKAMKaM y cdepi nmdpoBoi KpuMiHaaic-
TUKH HEOOXITHUM CUCTEMHUH ITAXim M0 opraHizallil [OCAIIKEHb, 110 10~
€[IHy€ TeXHIYHY eKCIIEPTH3Y, IIPaBOBY 00i3HAHICTE i 3MATHICTD aanTyBa-
THCS JI0 CTPIMKOI'O TEXHOAOTIYHOI0 PO3BUTKY. Binkpura apxirekrypa OC
Android, 3 ogHOro 60Ky, CIpHs€E IOIINPEHHIO METOIIB OTPUMAaHHS IIPaB
CYHEpPKOPHUCTYBada, a 3 IHIIOTO — IIPU3BOOUTH OO0 (pparMeHTallii, gka
YCKAQIHIOE CTaHIAPTH3Allilo IIPOIIECiB.

1 The Industry Standard for Lawfully Accessing and Collecting Digital Data //
Cellebrite : catit. URL: https://www.cellebrite.com/en/ufed (mara 3BepHeHHS:
15.10.2025); Bringing insight and truth to data // Oxygen Forensic : caiitr. URL:
https:/ /www.oxygen-forensic.com/en/solutions/features/extraction-methods
(mata 3BepHeHHA: 15.10.2025).
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CroromHi He iCHye yHiBepCcaAbHOTO METONY, IKUil OM rapaHTyBaB II0-
BHE BUAYYEHHS JAHUX i3 Oyab-gkoro npuctpoio Ha OC Android. Le 3y-
MOBAIOE€ HEOOXITHICTh THYYKOT'O ITOE€IHAHHS AOTIYHOIO Ta (Pi3HMYHOrO BU-
AyYeHHS, CIIpo0 OTPHUMAHHS r00t-IOCTYILY i BUKOPHUCTAHHS KOMEPILHHNUX
iHCTPYMEHTIB, I1I0 MIiCTSITh CIIeIliaAi30BaHi eKCIIAOUTH. [lepCcrieKTHBHI Ha-
IPSMU IMOOAABIINX JOCAIKEHE II0B’d3aHi 3 PO3pOOACHHSIM METOMIB aHa-
Ai3y maHUX 3 eKocucreMu «po3dymHoro» nomy (loT), inTerpoBanux i3 mmpu-
crposmMu Ha OC Android, a TakoxX 3 YIPOBAKEHHIM TEXHOAOTiH
LITYYHOTO iHTEAEKTY OAd aBTOMAaTH3allii 06pobAEHHS BEAMKHX OOCSTIB
MOOIABHUX JAaHUX.

O13Ke, KpUMiHaAICTHYHE O0CAizKeHHS ITpucTpoiB Ha OC Android € ou-
HaMIYHOIO Ta CKAQIHOIO TaAy33Io, 110 epedyBae Ha IepeTHHI KOMIT IoTep-
HHUX HayK, IOPUCIIPYAEHIli Ta KpUMiHaAiCTUKHU. Cy4acHUH eKCIIepT CTHKa-
€TBCH 3 IIOTYKHUMH apXiTeKTYpPHUMH Oap’epaMy, BIOCKOHAACHUMH
MexaHisMaMu HIUdpPyBaHHS B anapaTHoro 3axucry. EdekTuBHe Iozmo-
AQHHS ITUX BUKAWKIB HEMOXKAWBe 06e3 TAMOOKOro PO3yMIiHHS apXiTeKTypPH
OC Android, BOAOZIHHS ITMPOKUM CIIEKTPOM METOMIB BHAYYEHHS JaHUX
(Bix aorigHOrO MO (Pi3MIHOrO) Ta MOCTIHOTO OHOBACHHS IHCTPYyMEHTAaPiIo.

MaiibyTHE KpHMIHAAICTHYHOTO aHaaidy npuctpoiB Ha OC Android
IOB’sI3aHe 3 iHTerpalli€ro MITy4YHOrO iHTeAEKTY, PO3IINPEHHIM Ha CyMiXKHi
TeXHOAOTIYHI cerMeHTH (0T, XMapHi cepBicH) Ta IOTANOAEHHSIM MiXKHAPO-
moHoi criBmpatl y cdepi craHmapTu3aiii Ta OiaroToBKU (paxiBLiB. AuIire
CHCTeMHHH i TPOaKTUBHUHY ITiAXi JACTH 3MOTY IIPABOOXOPOHHUM OpraHaM
BIAIIOBIZATH TEMIIAM TEXHOAOTIYHOTO PO3BHUTKY ¥ €(peKTHBHO BUKOPHCTO-
ByBaTH HU(POBI JOKA3HU AT PO3KPUTTS 3A0UHHIB V IIPPOBY H00Y.
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Makarov V. S. Features of Forensic Examination of Mobile Devices
Running on the Android Operating System

This article is devoted to a comprehensive analysis of modern methods, challenges, and
prospects for forensic examination of mobile devices running on the Android operating sys-
tem. The architecture of the Android operating system is studied in detail as a fundamental
factor determining the examination methodology. The evolution of file systems (from YAFFS2
to F2FS) and the application isolation mechanism (Application Sandbox) are considered. Par-
ticular attention is paid to the multi-level security system of the Android operating system,
which combines protection at the application level, the operating system level (using
SEAndroid mandatory control) and the hardware level through TrustZone technologies.

Particular attention is paid to the analysis of the main challenges facing digital forensics
specialists. One of them is data encryption at both the disk level (FDE) and the file level (FBE),
which makes data virtually inaccessible without the appropriate decryption keys. In addition,
the spread of biometric authentication, whose templates are stored in the isolated TrustZone
environment, is a significant obstacle, as it also complicates access to data. An important tech-
nical problem is the TrustZone technology itself, which acts as a kind of “black box” for foren-
sic experts. A classification of digital traces that may be available on mobile devices is provided,
ranging from system artefacts and user data to information from messengers and network
evidence.

A comparative analysis of the tools used by experts in the field of digital forensics has been
carried out. It is concluded that the choice of tool depends on the specific conditions of the
investigation, as there is no universal method that would be effective in all cases. Attention is
drawn to the need for clear regulation of the process of investigating digital evidence within
the framework of current legislation, as well as the importance of ensuring appropriate stand-
ards for data storage and processing.

Promising areas for development in the field are outlined, including the integration of
artificial intelligence technologies for analysing large amounts of data, expanding research to
new segments (in particular, the IoT), and the need for international cooperation to standard-
ise forensic investigation methods and train qualified specialists. It is concluded that forensic
examination of devices running on the Android operating system is a dynamic interdiscipli-
nary field, the success of which requires in-depth technical knowledge, constant updating of
methods, and a clearly structured systematic approach.

Keywords: digital forensics, mobile forensics, Android OS, electronic evidence,
data extraction, encryption, forensic analysis.
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